Daniel Bolster

Objective
Cybersecurity Professional with a background and passion for red teaming, systems administration, and software
development. | have proven experience leading the planning, execution, and actionable reporting of simulated
cybersecurity attacks that lead to the direct improvement of enterprise security environments.

Education
Centre College 2016 to 2020
Bachelor of Science in Computer Science, Minor in Classical Studies

Certifications
e GIAC Web Application Penetration Tester (GWAPT)
e Certified Red Team Operator (CRTO)
Offensive Security Certified Professional (OSCP)
AWS Certified Cloud Practitioner
Okta Certified Professional (Expired)
CompTIA Network+ (Expired)
CompTIA Security+ (Expired)

Professional Experience

Fifth Third Bank

Red Team Operator June 2022 - Present
« Facilitates planning, development, and execution of several red team operations.

» Performs testing on various technologies to assess potential threat surface area for leadership.

» Maintains and improves team lab infrastructure at every level both on-prem and within cloud environments

* Presents to broader organization on red team topics such as Bypassing MFA and EvilProxy Threat Surface Area.

Fifth Third Bank
Secure Development Services Engineer September 2021 — June 2022

» Supported Data Security through lifecycle management and support of tokenization products for end users.
» Mitigated Secure Coding violations through management of code scanning products for development pipelines.
* Furthered process automation through development and extending team supported products.

The Kroger Co.

Identity Access Management Engineer December 2020 — September 2021
* Resolved incidents requiring support from Identity and Access Management

* Implemented and maintained Okta Single Sign On for over 20 different applications

Skills & Languages
Cobalt Strike, Burp Suite, Metasploit, Kubernetes, Proxmox, Wireshark, Packer, Terraform, Docker, Ansible, Python,
C, JavaScript

Links

Website: https://robOtster.com

LinkedIn: https://www.linkedin.com/in/daniel-bolster
Github: https://github.com/robOtster

Youtube: https://youtube.com/@robOtster



https://rob0tster.com/
https://www.linkedin.com/in/daniel-bolster
https://github.com/rob0tster
https://youtube.com/@rob0tster

